Abstract: This paper presents a delay-dependent robust stochastic active queue management (AQM) scheme that can be implemented in the routers for stabilizing queues in transmission control protocol (TCP) communication networks. The linearized TCP/AQM system is modelled as a uncertain time-delay system with stochastic perturbations and time-varying network parameters. In this paper, a new flow management scheme is designed analytically based on the H ∞ theory. This proposed flow management scheme not only asymptotically stabilizes the queue size to the desired operating point, but also guarantees the robust stability of network against the variations in the round-trip time delay and minimize the effects of the external disturbance on the output.
INTRODUCTION
Over the past few years, with the rapid growth of the traffic over the Internet and the higher demand for quality of service (QoS), it has been recognized within the Internet research community that exclusively relying on transmission control protocol (TCP) to perform end-to-end congestion control is no longer possible and the network itself must participate in (Tarbouriech (2005) ). Active queue management (AQM) is a promising technique that controls the traffic congestion at each router to reduce packet drops and improve network utilization.
Various AQM mechanisms have been proposed such as random early detection (RED) (Floyd and Jacobson (1993) ), adaptive RED (ARED) (Floyd et al. (2001) ), adaptive virtual queue (AVQ) (Kunniyur and R. Srikant (2004) ) and random exponential marking (REM) (Athuraliya et al. (2001) ). However, these schemes are normally empirical design without appropriately addressing how to tune the parameters. The QoS of the applications and network stability cannot be guaranteed (Gu and Zhang (2009) ).
On the other hand, significant research has been devoted to use control theory for precise and analytical flow management approaches in TCP/AQM network, such as P/PI controller ), state feedback controller (Kim (2006) ), H ∞ controller (Jing et al. (2008) ) and Lyapunov based controller (Labit et al. (2007) ; Chen et al. (2009) ). However, the TCP/AQM network is a stochastic loss process and the loss events from this stochastic process dominate the congestion window size (Chen et al. (2009) ). Moreover, since the congestion information ⋆ This work was supported in part by DOD Grant W911NF-08-0514 and NSF Grant CMMI-0927664 occurs at routers, delays always exist in the interaction between TCP senders and the routers. Unfortunately, the above-mentioned control theory-based schemes either did not take into account the stochastic properties of the TCP/AQM system or just ensured the delay-independent stability. It is known that the delay-independent control has a limit on performance in the presence of a large delay (Park (1999) ).
In this paper, H ∞ theory is applied to analytically design a robust AQM scheme for the uncertain time-delay TCP network system with stochastic perturbations. Using the linearized TCP/AQM fluid flow model, a delaydependent proportional-derivative (PD)-type state feedback controller for stabilizing the queue size to the desired operating point is derived when an upper-bound of the delay is known. The main features of the proposed scheme lie in that the mismatched uncertainties in TCP/AQM model are considered, the robust stability and performance can be guaranteed, and the design and tuning of performance is simple and transparent. The NS-2 (NS-2 (2010)) simulator is used to support the analysis, verify the proposed scheme and compare it with the existing AQM schemes.
TCP/AQM FLOW MANAGEMENT MODEL
Using fluid-flow and stochastic differential equation analysis, the nonlinear dynamics of TCP network with homogeneous multiple TCP sessions, a single bottleneck link, and a delayed-feedback configuration can be described as ):
where w(t) is the average TCP window size (in packets); q(t) is the instantaneous queue length (in packets); T p is the propagation delay (in seconds); R(t) is the transmission round-trip time (RTT), equal to
c +T p , C is the link capacity (in packets/second); N (t) is the number of TCP sessions; and 0 ≤ p(t) ≤ 1 is the probability of a packet being dropped or marked, which is the control input used to reduce the sending rate and to maintain the bottleneck queue length.
For approximating these dynamics by their small-signal linearization, we assume the number of TCP sessions is constants, i.e., N (t) = N . The operating point (w 0 , q 0 , p 0 ) is defined byẇ(t) = 0 andq(t) = 0, which implies that (w 0 , q 0 , p 0 ) satisfies w 2 0 p 0 = 2 and w 0 = R 0 C/N , where
To proceed with linearization, the dependence of the time-delay argument t − R(t) on the queuing delay is ignored and assumed to be fixed to t − R 0 . However, we retain the dependence of RTT on queue length in the dynamics' parameter.
The linearization of the dynamical behavior of the TCP network will introduce some uncertainties. In order to establish the robust stability of network against RTT more accurately, the linearization error is considered in this paper using Taylor's Formula in the same way as in Wang and Hollot (2003) . Furthermore, since the dynamics of congestion window size and queue length are stochastic process, the system in (1) could be described in the form of the following input-dependent linear time-delayed stochastic model:
where
T is the system states, u(t) = δp(t) is the system control input, δw(t) = w(t) − w 0 , δq(t) = q(t) − q 0 , δp(t) = p(t) − p 0 denote the variations of the state variables and control input around the operating point, v(t) is the external disturbance which belongs to L 2 [0, ∞) that is the space of square-integrable vector functions over [0, ∞) .
, where A, A d , B and H are known real constant matrices of linearized model in the same forms as Chen et al. (2009) . G is a known real constant matrix that defines how the external disturbance enters in the model, E, E d and E v are known real constant matrices with appropriate dimension, which defined how the stochastic uncertainty enters in the model. ∆A(t), ∆A d (t) and ∆B(t) are unknown real norm-bounded matrix functions representing time-varying parameter uncertainties. ∆E(t) and ∆E d (t) are also unknown matrices with appropriate dimensions which represent the uncertainties of stochastic perturbations. Moreover, ω(t) is one-dimensional Wiener process satisfying E[dω(t)] = 0 and E[dω 2 (t)] = dt, and including the random parameter variations as well as uncertainties resulted from unmodelled dynamics. ψ(t) is a continuous-valued vector initial function.
The admissible uncertainties are assumed to be of the form (matching condition):
[
where ∆(t) is unknown real time-varying matrices with Lebesque measurable elements satisfying ∆ T (t)∆(t) ≤ I and D, U A , U A d , U B , U E and U E d are known real constant matrices that characterize how the uncertain parameters in ∆(t) enter the nominal matrices A, A d , B, E and E d .
Based on the linear time-delayed stochastic model given in (2), the target of this study is to design a scheme capable of achieving asymptotic stability of the desired operating point and providing robust performance against the uncertainties in RTT and the external disturbance.
DESIGN OF ROBUST STOCHASTIC AQM FLOW MANAGEMENT SCHEME FOR TCP NETWORKS
In this section, an AQM flow management scheme will be proposed to solve the robust stochastic stabilization problem formulated in the previous section. The controllable plant is the linearized TCP model and the AQM controller marks the arrived packets with probability p(t), which is a function of the system states and is the entity to be designed. Since p(t) = δp(t) + p 0 = u(t) + p 0 , the design of p(t) is equivalent to the design of u(t).
Before proceeding further, the following lemmas are given: Lemma 1. Given a scalar γ > 0, the stochastic system of (2) is robustly stochastically mean-square stable (Boukas and Liu (2002) ) with disturbance attenuation γ if it is stable and under zero initial conditions, y(t) E2 < γ v(t) 2 for all nonzero v(t) ∈ L 2 [0, ∞) and all admissible uncertainties (Xu and Chen (2002)) where
Lemma 2. For matrices P ∈ R n×n , M ∈ R n×k , N ∈ R l×n , and F ∈ R k×l with P > 0, F ≤ 1, and scalar ǫ > 0, one has the following (Mao et al. (1998) ):
(2) For any semi-positive definite matrix,
In this study, an appropriate state feedback controller is chosen by
where K is the gain matrices to be designed.
By considering u(t − R 0 ) = Kx(t − R 0 ), the equation (2) can be rewritten as
The Lyapunov-Krasovskii functional approach in Gu et al. (2003) , an extension of the traditional Lyapunov theory, is used to design suitable feedback gain matrices K to guarantee the delay-dependent asymptotic stability of the system in (5). The Lyapunov theory is an effective and practical method which provide Linear Matrix Inequalities (LMI) criteria. The LMI approach is proved to have significant computational advantage over any other techniques in (Boyd et al. (1994) ).
The delay-dependent stability criterion and the robust stochastic controller gain are given by the following theorem: Theorem 1. Given a scalar γ > 0, the TCP/AQM system (2) is stochastically robustly stabilizable with disturbance attenuation γ if there exist scalars ǫ > 0, and positive definite matricesP > 0,Q 1 > 0,Q 2 > 0, a symmetric
≥ 0, and matricesK,Ȳ andT such that the LMI in (6) holds, whereΦ
The state feedback gains are then given by
Proof. To prove y(t) satisfying H ∞ performance condition in Lemma 1, we first use Itô's formula and obtain
where V (t, x(t)) is the Lyapunov function candidate, a positive definite, radially unbounded, twice continuously differentiable function. Consider the nonlinear stochastic system
where x ∈ ℜ n is the state, ω is an r-dimensional standard Wiener process, and f : ℜ n → ℜ n and g : ℜ n → ℜ n×r are locally Lipschitz and satisfy f (0) = 0 and g(0) = 0. The LV (t, x(t)) is the infinitesimal generator
where tr{M} is the trace of matrix M (Khasminslii (1980) ). Now set
where t > 0. From (9) and (12), it is easy to show that
(13) for all t > 0. To have J(t) < 0, we then need to show that
Consider the following Lyapunov-Krasovskii functional candidate:
we have the following infinitesimal generator
Using the Leibniz-Newton formula, we can write
then, for an appropriate dimensioned matrices Y and T , we have
On the other hand,
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Using Lemma 2.1), we have
with P −1 − ǫDD T > 0. Substituting (21) into (16), considering (18) and Lemma 2.2) and using y(t) = Hx(t) yields (22) where
Using Schur complement (Boyd et al. (1994) ), it is clear that Θ ≥ 0 when V ≥ 0 and Q 2 > 0. Therefore,
It is clear that the transpose of the summation of the first two terms in (27) is the same as itself. Using Lemma 2.3), there exist a positive number λ > 0 such that
Theorem 1 can then be easily proved through the following operations: 1) replace λP , λQ 1 , λQ 2 , λV , λH, λY , λT and λ −1 ǫ with P , Q 1 , Q 2 , V , H, Y , T and ǫ; 2) apply Schur complement to (28); 3) letP = P −1 ,
, and K = KP −1 ; 4) pre-and postmultiply the matrix obtained from step 2) by diag(P −1 , P −1 , I, Q −1 2 , I, I, I, I, I);
Due to the significant computational advantage of LMI approach, the network router designer can tune the gain matrices K of the AQM controller very easily using the Theorem 1 for the congestion control of TCP flows and the management of the router buffer. As it has been shown in Gao and Hou (2003) , the proposed state feedback control can be easily implemented and can quickly respond to system dynamics. Although the congestion window is not measurable in the router, it can be estimated using the aggregate flow incoming to the router buffer (Labit et al. (2007) ). In this case, the proposed AQM controller appears to be a natural PD-type state feedback control structure that is desired to fully support TCP in the presence of delays (Kim (2006) ). The measure of the aggregate flow has already been successfully exploited in (Kunniyur and (2004)) for the realization of the AVQ type AQM respectively. Fig. 5 . in Gao and Hou (2003) outlined the implementation of the state feedback controller.
SIMULATIONS AND PERFORMANCE EVALUATION
In this section, computer simulations are carried out to validate the effectiveness and performance of the proposed robust AQM scheme using NS-2 simulator. Simulation results under the variations of network parameters will be given. Comparisons between the proposed scheme and existing AQM schemes will also be drawn. Although the preceding analysis was carried out using the linearized TCP/AQM model, the NS-2 simulator captures the stochastic, nonlinear nature of the network dynamics.
The dumbbell network topology shown in Fig. 1 is used in this study. It consists of N = 60 homogeneous TCP connections sharing one bottleneck link between routers R1 and R2. The buffer size of each router is given by 300 packets, where each packet has size of 500 bytes. The queue in bottleneck link is controlled by the proposed H ∞ -based AQM scheme, the PI controller and the ARED scheme. The queues in other links are drop tail. The transport protocol is TCP-Reno. The simulation time is 50 second.
For the convenience of comparison, we adopt the same values and network configuration as who designed the PI controller. The capacity C is 3750 packets/second (corresponds to a 15 Mbps link). The nominal propagation delay is 0.2 second, where the oneway propagation delay between R 1 and R 2 is 50% of the overall delay, the one-way propagation delay between TCP senders and router R 1 and between router R 2 and the receivers are all 25% of the overall delay. The desired queue size is q 0 = 175 packets. Therefore, we have the desired round trip time R 0 = 0.246 second, the desired window size w 0 = 15 packets, the desired drop rate p 0 = 0.008. The capacity between each TCP sender and router R 1 and the capacity between router R 2 and each receiver are the same as the capacity of the bottleneck link. In PI controller, the coefficients a and b are fixed at 1.822 × 10 −5 and 1.816 × 10 −5 , respectively. The sampling frequency is 160 Hz. In the ARED scheme, the minimum queue threshold is 88 packets and the maximum queue threshold is 263 packets. The queue weight is 2.67 × 10 −4 . All the other parameters are set to the default values used in NS-2. For the proposed scheme, the disturbance of the linearization error around the operating point that was derived in Wang and Hollot (2003) Fig. 2 gives the instantaneous queue length for the nominal system. It is obvious that the proposed scheme shows a better response than the PI and ARED schemes. The proposed scheme has shorter settling time and less oscillation than the PI controller. The average queue size of the proposed scheme maintains the desired queue length, while that of the ARED algorithm has a large bias.
In order to demonstrate the robustness of the proposed scheme, simulations of perturbed systems are reported in Fig. 3 and 4 . In Fig. 3 , we have increased the propagation delay to 0.3 second. In Fig. 4 , we have decreased the capacity of the bottleneck link to 2750 packets/second (corresponds to a 11 Mbps link). All the other settings are the same as Fig. 2 . It is also clear that the proposed scheme has better performance with faster response, smaller overshoot and less bias than the PI controller and the ARED algorithm.
CONCLUSIONS
This paper analytically designs a H ∞ -based AQM scheme for a time-delayed stochastic TCP system with external disturbance and time-varying network parameters. Based on the linearized TCP/AQM model, Lyapunov stability theory and linear matrix inequality technique are applied to derive PD-type state feedback controller for stabilizing the queue size to the desired operating point when an upper-bound of the delay is known. The uncertainties in RTT is also considered to get more robust results. The effects of the external disturbance on the output are minimized. The proposed scheme is simple and transparent in design and tuning of controller gain and provides robust ARED controllers via the time evolution of the queue length with a perturbation on the capacity of bottleneck link stability. NS-2 simulations show that the proposed scheme stabilizes and quickly regulates the queue length to the desired values. Simulations also show that the proposed scheme has better performance and robustness than the PI and ARED controllers with faster response, smaller overshoot and less bias.
